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Why Human Aspects in Software
Engineering?

+ Enhance decision making under uncertainty, so that
managers can take decisions about efficient allocation of
resources during any phase of the SDLC.

Which parts of software should be prioritized for testing?

Who should test/develop the most
critical parts of software?

Who should fix the bugs in the mo
problematic parts of the software?

Who should/should not develop/
maintain the same source files?

Who should we hire as a develope
tester/analyst/designer?
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Why Human Aspects in Software
Engineering?
} Peopl eds t hought processes have

as software is analyzed, designed, tested, developed and managed b
people.

+ While solving problems in daily life people use heuristics to solve
problems. When heuristics fail to produce a correct judgment, it resul
In acognitive bias —

Heuristics employed in daily software engine
Ing activities may also result cognitive biases
leading todefects

}  Some common cognitive bias types:

anchoringand adjustment We focus on

o confirmation
availability

bias!
representativeness.
ata Sclence ™EE

aboratory




Confirmation Bias in Software
Engineering
+ Confirmationbiasis definedasthe tendencyof peopleto seek

evidenceao verify a hypothesigather thanseekingevidenceo
refute that hypothesis

Ji&‘aa CresTonsT METHoD

HRES THe CoNCLOSION. |
WIAT TACTS CAN WE Finp
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Confirmation Bias in Software

Engineering

} Due to confirmation bias, developers tend to perform unit
tests to make their program work rather than to break

their code.

} During all levels of
software testing, we must
employ a testing strategy,
which includes adequate
attempts to fail the code to
reduce software defect
density.
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Methodology to Quantify Confirmation

Bias

ResearclQuestionl:
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Ve

of confirmation Dbias in relation to
software development process?

\

How can we identify the measures
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Methodology to Quantify Confirmation
Bias

P P ——
.

Challenge: Quantifying confirmation :|&ngiesion ‘:i> createfupdate |

metric suite
set

bias to perform empirical analyses. :—eme

iNMeractive

Proposed Solution:

administer
Our methodology is an iterative tost consisting of
process and it mainly consists of the e
1) Preparation of the confirmation e | st vt
bias test questions |G| e
2) Formation of the confirmation bias —i—*
metrics set confirmanian M

test” consisting of
written and interactive
questions

:

| e perform statistical
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selection algorithms
aboratory

&




Confirmation Bias Test

1 Confirmationbiastest consists
of the following Written Test Content

Interactive Test QuestionType No. of
Questions

basedo nWabs oRulé s

_ ) Abstract Questions 8
D|Scoveﬂ)-aSk) Thematic Questions 6
Written Test SW development 8
basedo nWas oSeléctor testingquestions
Taslo TOTAL 22
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Confirmation Bias Test

1 Wa s oRufe iscovery Tas Goal: Discover the correct rule

Does not
Numbers Reasons for choice Conforms| .onform
2 4 6 v
Initially, subject is A _
given three numbers, Experiment Protocol:
which conform to a repeat until correct rule is
simple rule y announced
write down tree numbers &
— e dn = —— reasons for choice;
o g o . - —— o — -] receive feedback from tester;
T if you are sure about the rule

announce the rule;

end

if you want to terminate
break: % terminated
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Confirmation Bias Test

1 Wa s o Selédion Task:

1 Goal: To find out which of the four cards should be

turned over to test the validity of the statement given

below: (P

}ﬁlf t here 1 s a d on one

It has a 3 on 0A Q ot her
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Example: Wa s o rRals Discovery Task
In Relation to Unit Testing

U

1 Wa s oRube Piscovery Task:
Qubjectshave a tendency to selec /@i ronfoe o

many tripleq(i.e., test cases) that s GRMEE Ul
are consistent with their ®) \
hypotheses and few tests thate H: Setof triples

conforming to the

Inconsistentwith them

hypotheses in
subjectd

1 Observed Similarity with Functional (Blao&x) Testing:

Program testers may select many test cases consistent
with the program specifications (positive tests) and a few
that are inconsistent with them (negative tests).
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Example: Wa s o rRals Selection Task
In Relation to Unit Testina

add epsilon src nodezs (re_dfs t *dfa, re node zet *dest_nodes,
const re node set *candidates)
i

1 Examplé Suppose/ou want to reg errcode_t err = REG_NOERROR;

make sure that @rogramavoids e * ] |
dereferencing a NUIl POINEESY AIWAY .c. -ex m re acariee stare . | amn sahes o toe e s 2 & =
checking b~ relereferencing. 1 (BE lerr 1= REG_NORRROR, O1)
Som Ifa pOinter IS )nly if {!state—»inveclosure.alloc)

fOUI’ dereferenced’ then |'S ESted, Null Pointer Dereference

atate is dereferenced here, butitis MULL.

andt CheCKEd for nul“ty he The issue can occur if the highlighted code executes.

See related event 4.

following thingsabout thosesectiong, =" #levents [ oniprimanevents

Section A checks whether the pointer is null. The pointer may or may not be
dereferenced there.

does not check whether the pointer is null. The pointer may or may
not be dereferenced there.

dereferences the pointer.The pointer may or may not have been
checked for nullity.

Section D does not dereference the pointer. The pointer may or may not have
been checked for nullity.

' Which sections need to be investigated further?
ata Science "%
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Confirmation Bias Metrics Set

Interactive Test Metrics

Metric Explanation

Na Number of rule announcements

17 Duration of interactive question session (in minutes)
Ind, jim fenvum Eliminative/enumerative index by Wason

Fegative Frequency of negative instances

Fir Immediate rule announcement frequency

avglig Average length of immediate rule announcements

Instances/Time
UngReasons [ Time
Rules/Time
UngRules | Time

Number of instances given per unit time
Number of unique reasons given per unit time
Number of rules announced per unit time
Number of unique rules announced per unit time

é .Next stepin definition of the ABSy.uign

metrics suite
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Written Test Metrics

Metric Explanation

Sibs Score in abstract questions

Sth Score in thematic questions

Ssw Score in the second part of the written question set

Trhiabs Time it takes to answer the first part of the written question set
Tsw Time it takes to answer the second part of the written question set

AB S(__ ompletel nsight
ABSFJHMHHJEQH

The ompletelnsight
T hpartiall nsighs
T hN olnsight

Number of abstract questions answered with complete insight
Number of abstract questions answered with partial insight
Number of abstract questions answered with no insight
Number of thematic questions answered with complete insight
Number of thematic questions answered with partial insight
Number of thematic questions answered with no insight

NFEalsi fier Total number of answers with only falsifying tendency
NVeri fier Total number of answers with only verifying tendency
NM at cher Total number of answers with only verifving tendency
NN one Total number of answers with no defined tendency




Confirmation Bias Metrics Set: Some
Practical Results

Interactive Test Outcomeé:ypothesis Written Test Outcome:Re i ¢ h an
Testing Strategy Falsifier/Verifier/Matcher Classification
27 - 60 -
' ' ' ' ' Par ' Group8
261 , . "\ i W Group1*
251 ’ ' | 50
> L7 Y
.E o4 | ’f LY
2 23 . K 40
) ’ '
p] 3 ,,."" ‘\ ]
@ 21 R _.____-:4——' 0
& 20 __,..-I"'f \\ -
_.—-'".'.. “ 20 1
19 .
18 H
1?_-I-gr0up8* | 10 -
=——group1”*
161 1?5 I2 2I_5 (Ii 375 =It 4|_5 5 o - . : :
Bins of Problem Solving Steps Falsifier Verifier =~ Matcher None

Groupl*: Developers of a GSM/Telecommunications company (29 subjects)
Group 8*:Computer Engineering PhD candidates with minimum 2 years of developm
experience (36 subjects)
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|l nfl uence of Devel ope
Bias on Software Quality oPart 1

ResearclQuestion?:

4 | | | )
How do confirmation biases of

developers affect software
quality ?

J
S— —

&
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|l nfl uence of Devel ope
Bias on Software Quality oPart 1

} Stepsof the Analysis:
Formationof developergroups
. . ¥
Estl matlomf developerg rou pS | file namel Itayl commit date | committer name‘ added Iines| deleted lines |

format of a commit log entry

confirmationbiasmetric valuesrom individualvalues

} Dataset ~
————— —— Wersion Control Manlssifnen t
Dataset # of active files  Defect rate  # of developers System ™
ystam
ERP 3199 0.07 6 ¥
Telecoml 826 0.11 0 oo ER ] T
- J A |
Ielecomz 1481 0.03 4 || coumT LoGs ISSUELIST | |
Telecom3 284 0.02 7 : |
Telecom4 63 0.05 17 | !
|
........ e ea e |
[ mosimaten | -, Setue ooresle ;|
|
|
|
|
|
|
|

\ format of an issue entry o L
\ Ikey Icrcatc datc| updaie date | st-:ltus| request type |
)

! roqubst typo = deoct

S5 =max(Ag|vd € Gj) S;*}"’ =min(Agqi|vd € Gj)
Measuremenof defectrate for eacnaevelopergroup
dr' = N:iefécm’eﬂles / N;umes

Analysis othe Pearsorncorrelation betweendeveloper
group®confirmationbiasmetricsanddefectrates
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| nfl uence

of

Devel
Bias on Software Quality - Part 1

+  Estimationof the correlation betweendevelopergroup®confirmation
biasmetrics (interactivetest) anddefectrates

ope.l

) Results (Group1*) (Group8*)

- TELCO CMPE p-value

Metric Name min/max D pval Indg, .. 116 0.09 0.1875
operator ?
T, 18.14 7.40 0.0015
Na i +0.2092  0.0003 FI® 0.88 0.29 0.4600
Ind . jim enum min - 02547  1.1E-05 : : '
T ' MK +0.0396 0.5014 avg L& 0.65 0.25 0.2735
Fregative min - 03546 4.8E-10 avg FRR 1.11 1.04 0.8075
Fir max +0.1252  0.0327 N, 3.07 2.12 0.3380
avelg max + 0.5297 1.9E-22
Instances Time min —0.2389  3.8E-05
UngReasons /Time  min —0.2355 5E-05
Rules | Time max - 04493 T.2E-16
\ UniqueRules /Time  max - 04510  5.5E-16
Conventional effect Y
i P Power Value
sizes amfferedby Cohen 0 0 — p =0.10—0.23 is small effect size,
. e 020 071 - p =0.24 —0.36 is medium effect size, and
ata clence 030 096 - p =0.37 — larger is large effect size.
040 =0995
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